HIKVISION Axiom Hub V1.0.3 Release Notes

1. Firmware Basic Information

Axiom Hub

Version: V1.0.4
Release Note
(2019-07-01)

Firmware
Basic

Information

Firmware Version

V1.0.4_build190629

SDK Version V6.1.0.11_build20190611
iVMS-4200 V2.7.3.14_build 20190312
Web Version V4.25.1 build 190327

2. V1.0.4 Upgrade Note

2.1 Added Function:

1) Add Setter and Manufacturer user Default Password change

function :

Setter User Default Password : setter12345

Manufacturer User Default Password :

hik12345

When you login in website at first time, website will prompt you to

change the password
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Activation

]

The valid password (8 to 16
characters) should contain two or more
of the following character types:
numeric, lowercase, uppercase, and
special character.

[

2) Add Admin and Setter User keyboard password parameters :

Edit User

User Information

User Type | Administrator

User Name | admin

Password |

The valid password (8 to 16
characters) should contain two or more
of the following character types:
numeric, lowercase, uppercase, and
special character.

Confirm Password

Keypad Password

User Permission

~ Permissicn for Log and Status Query

~ Messages and Nofifications

3) Associate Keyfob to Partition Function :

You can associate keyfob to all Partitions or one Partition, and when you select
one Partition, the keyfob can only operate the associated Partition.
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Add Keyfob

Erae @

‘General Information

Serial No. | 176595336

Name | keyfon 1

Partition | Parttiont

Permission Settings

4) Associate Card to Partition Function :

You can associate card to all Partitions or one Partition, and when you select one
Partition, the keyfob can only operate the associated Partition.
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Add Card

|26663?91D1

|card1

Type | Operation Card

Partition | Partition1

Permission

< Amming Permission

~ Disamming Permission

When you configure the card to Patrol Card, it not support to associate to
Partition. When you swipe by Patrol card, it will upload the patrol report and log.

Add Card

|26663?91D1

|card1

| Patrol Card

5) Change module locking settings:
Change name card reader lock settings to module locking settings, add
keyboard and card reader configuration interface.
Locking logic:
1) Invalid card swipe up to three times, the keyboard lock.
2) The same card swipes repeatedly, only records once time.
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3) Two invalid cards alternately swipe, only recorded twice, will not lock keyboard.
4) Three false password operation will lock the keyboard.

S5H Seftings  Locking User Seffings ~ Module Locking Settings

B system
No. Device Type Max. Failure Attempts  Locked Duration Status ‘Operation
Device Information
1 Keypad 3 a0 Unlocked @}
System Options
Security 2 Keypad 3 a0 Unlocked {é‘}
‘Systemn Maintenance 3 Keypad 3 90 Unlocked {i}
Lo 4 Keypad 3 o0 Unlocked &
Date and Time
1 Card Reader 3 o0 Unlocked {§_‘}
Network Camera
2 Card Reader 3 o0 Unlocked @
E Device Management
= » 3 3 Card Reader 3 90 Unlocked i3]
& R 4 Card Reader B 90 Unlocked i3]
% ideo & Audio 1 Local Card Reader 3 a0 Unlocked {é}
ﬁ Maintenance
I Status

Configuration

Device Type

MNo.

Max. Failure Attermpts

Locked Duration

Cancel

6) Add Log Export function :
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Log
X User Management —
B system Primary Event | All Type - Secondary.. | All Type
Device Information
StartTime | 2019-06-03 00:00:00 B EndTime | 2019-06-03 23:59:50 e Export
Security
Log No. Date and Time Primary Event Secondary Event User Remote HostAddress Managedby  Parameters Addi

]

Device Management

*

Maintenance

M staws

7) Add NTP Synchronization function:
1 User Management 7‘““‘? Hanagement OST Management
B System Time Zone (GMT=+00:00) Dublin, Edinburgh, London

Device Information
Time Synchronization

System Options
STy Synchronization Mode ® NTP Time Sync
System Maintenance Server Addrese 10.22.97.100
Log
NTP Port No. 123
Date and Time
e Synchronization Interva... 60
BB Device Management
B8 Partition Management Save
#  Communication Parameters
& Video & Audio
& Maintenance
@ Status

8) Add Detector Disconnection Duration Feature :

Manual Time Sync

e

Minute(s)

Exceeding the Duration time, if the panel does not get heartbeat from detector,

it will show detector offline.(Time from 1~24H)
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Zone Settings

Type

Detector Type

Stay Arming Bypass

Chime

Silent Alarm

Enroll Wireless Detector

Serial No.

Disconnection Duration

9) Add Expander Disconnection Duration Feature :

Exceeding the Duration time, if the panel does not get heartbeat from
expander, it will show expander offline.(Time from 1~24H)

Wireless Qutput Module

Add

ool

10) Add Wireless Siren Disconnection Duration Feature :

Exceeding the Duration time, if the panel does not get heartbeat from Wireless
siren, it will show siren offline.(Time from 1~24H)
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Siren Setfings

MName

“olume

Enroll Wireless Siren

Senal No.

Disconnection Duration

11) Add output link to Zone Event Feature :

Link zone event to output, when the configured zone have alarm or Tamper
event, the corresponding relay open.

Output Settings

Link Event

Zone Name

Output Delay

Enroll Wireless Oufpu...

MNo.

Qutput Channel

12) Add New Wireless keyboard :
Keyboard configuration parameters include Name, Buzzer, Present Card,
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Arm/disarm enable item, background light pff-time configuration, keyboard
association Partition configuration, keyboard disconnection Duration time,
keyboard locking parameters, etc.

Keypad Management
User Management —_—

System Keypad Name Linked Partition Arming/Disarm... Buzzer Present Card  Link to Wire... Settings:

B O

Device Management 1 keypad 1 Partition Open Open Open Not enrolied ::):
Zene @ keypad 2 Partifion1 Open Open Open Mot enrolled o)
Relay

3 keypad 3 Partifion1 Open Open Open Mot enrolled F)
Siren

4 keypad 4 Partifion1 Open Open Open Mot enrolled &
Repeater -
Keypad

Card Reader

L

Partition Management

L

Communication Parameters

Video & Audio

s
&

Maintenance

H w

Status:

Configuration >

Keypad

Mame keypad 1

Buzzer

Present Card

Aming/Dizarming with. _.

888

Back-light OfFf Time [f| to ! Enahble
Linked Parfition Pariition1 -
I Disconnection Duration 1 h

Link to Wireless Keypad

Senal Mo

13) Add New Card Reader :
Card Reader configuration parameters include Name, Buzzer, Arm/disarm enable
item, association to Partition configuration, disconnection Duration time, locking
parameters, etc.
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Card Reader Management
Ussr Management —_—

System Card.. Name Linked Partition Buzzer Link to Wireless Card R.. Settings

B O e

Device Management 1 cardReader 1 Partiion1 Open Not enrolled :}:

zoE 2 cardReader 2 Partiion1 Open Not enrclied &

Rela;
Y 3 cardReader 3 Partiion1 Open Nat enrclled i)

Siren
4 cardReader 4 Partition1 Open Not enrolled Q’ﬂ

Repeatsr
Keypad
Card Reader

Partition Management

w W

Communication Parameters

-

by Video & Audio

Maintenance

H w

Status

Configuration >

Card Reader

Name cardreader 1

Buzzer ‘:)

Linked Partition Partition1 -
Dizconnection Duration 1 h

Link to Wireless Card R...

Serial No.

14) Support 4 Partition:
The number of Partition increase from 1 to 4, and add public Partition function.
When the Partition enables, support associate zones, and one subsystem can
iink up to 32 zones.
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Basic Seftings  public Pariion ~ Schedule & Timer

1 User Management
B system Partition Partition1 -| - Enable
B8 Device Management Linked Zone -~ Active Functions |-
; Partition Management v Zonet
25  Communication Parameters ~  Zone2
\,';, Video & Audio ~  Zone3 i
ﬁ Maintenance M Zoned
B Staius e M
~  ZoneB
«  ZoneT
« Zoned
~  ZoneQ
~  Zonell
~  Zonell
¥  Zonel2

15) Add SMS remote control function :
SMS remote control command:
“Command + Operate type + Operate Object”
Command: 00—Disarm, 01—Away arming, 02—Stay arming, 03—Clear alarm
Operate type: 1—Partition operate
Operate Object: 0—All Partition, 1—Partition 1, 2—Partition 2, 3—Partition 3, 4—
Partition 4
Example: 01+1+1 means Partition 1 Away arming

WVMS-4200  Alarm Receiver Center  Cloud ~ Mobile Phone

1 User Management
B system Mobile Phone Index 1
E8  Device Management
Mobile Phone Number
E Partition Management

oice Call

L3

Communication Parameters

Ethernet Alarms and Tampers ()

WIFi Life Safety Alamms
Cellular Data Metwork
Maintenance and Faults
Alarm Receiving Center
N Panel Management Mot
Event Communications -
Hik-Connect Registration SMS

Video \ferification Events
Alarms and Tampers

o
Life Safety Alarms ()

EHome Registration
NAT
FTP Maintenance and Faults
‘:"o Video & Audio
Panel Management Not

}' Maintenance
Permission Settings
B Status

Arming Permission Disamming Permission
Alarm Clearing Permissicn
Active Functions
< Partition1
Partition2
Partition3

Partitiond
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16) Add NAT function :
Use the NAT feature to Port Mapping device port to Internet.

User Management

System Enable UPnP
Device Manzgement
Mapping Type:

Pariition Management

LI O T ™

Port Type
Communication Parameters

HTTP P
Ethemet o

WiFi Service Port

Cellular Data Network
Status

Alarm Receiving Center
Event Communications
Hik-Gennect Registration

Port Type External Port External IP Address Internal Port UPnP Status
Video Verification Events

HTTR Part 80 0000 80 Inoperative
EHome Registration
NAT Senvice Port 5000 0000 8000 Inoperative
FTP

o Video & Audio

e
&

Maintenance

H %

Status

17) Add FTP function :
The device can upload 7s video to FTP server when alarm happened.

FTP Settings
User Management e

0w

System FTP Type Preferred FTP

Device Management
Enable FTP

Partition Management
Address Type

w 0o

Communication Parameters

Servi
Ethernet FTP Senver

WiFi Port No.
Celiular Data Metwork

Protocol Type
Alarm Receiving Center

Enable Anonymity
Event Communications o

Hil-Connect Registration User Name
Video Verification Events
Password
EHome Registration
NAT Directory Structure
FTP Parent Directory

& video & Audio i
Secondary Directory

ﬁ Maintenance

&

18) Add NVR docking function:

When an alarm happened, the Panel will uploads a log to Hik-connect, and a
cid to NVR. NVR will link alarm log to IPC, upload alarm information with video to
Hik-connect.

The log form Panel and NVR are same, it will be filtered and merged by Hik-
connect and then presented to the end user.

2. Feature optimization:

1) Phone calling logic Optimization:
Support the mobile phone number up to 8, and separate configuration of SMS and
Voice call.
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The Voice call upload logic change to calls in the order from numbers 1 to 8, If any of
the number is connected, then start broadcasting voice, broadcast 3 times, if the user

press “ * key, then stop calling, if the user does not press “ * key, continue to dial the

next number.

2) Device name can be modified:
The device name parameters can be modified, and alarm SMS will carry the device
name information.

Device Information  About
1 User Management -

B8 System Device Name Wireless Security Contral Panel

Device Information

Device Model: DS-PWA3Z-HSR
System Options
Security Device Serial No: DS-PWA32-HSR20190531AAWRQO0161942WU
System Maintenance Device Firmware Version: “1.0.4 build 180531
Leg
Web Version: 4.25.1 build 190328
Date and Time

Network Camera

Device Management

Partiticn Management

L A

b

Communication Parameters

Video & Audio

rod

*

Maintenance

Status

3) AC power fail detection time Optimization:
Change the interface.

H

System Options Management  Advanced Settings ~ Fault Check
L User Management —

E System Detect Network Camer...

Device Information
Battery Supervision
System Options

G

¥ @

Security

System Maintenance
Log

Date and Time
Network Camera

Device Management

Partition Management

Communication Parameters

4) Video Verification time Optimization:
Support two parameters optional configuration: pre-alarm 5s and alarm after 2s, pre-
alarm 2s and after alarm 5s.

Wired Metwork Fault Ch

'Wi-Fi Fault Check

Cellular Network Fault...

SIM Card Fault Check

AC Power Fail Pre-glar...

8868888

Internal
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Event Video Settings

1 User Management
B System Panel Video Channel Mo 1
B8 Device Management
Stream Type Sub-stream
B Parition Man agement
Bitrate Type Constant Bitrate
&= Communication Parameters
Resolution T04*576
\!;, Video & Audio
Event Video Parameters ‘ideo Bitrate 1536 Kbps
Maintenance Length of Cached Vide._. 5 - s
B Status
— Length of Cached Vide.. - |5

5) Siren linkage Function Optimization:
Keyfob and keyboard Panic alarm will not trigger siren output and Panel buzzer.
Support new keyboard fire alarm event trigger Siren output.

3. Issue Fixed:

1) Fix issue of SMS sending failure will caused the phone upload
event need wait 2.5 minutes defect, change to clear the send flag
whether the send is successful or not.
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