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Title xxxxx

Purpose

Knowing how to take screenshot on local interface of indoor station will bring us much convenience when we help client solve

problems or when we write some configuration guidance documents considering indoor station.

Preparation

Involved software or tools to realize the function of this document.
1. Tftpd32 (Tftp server)
2. SecureCRT

3. Debug tool: Serial Port Cable/4PIN-RS232/RJ45 convertor board

Steps
Steps 1 Serial Port Connection

1. Turn off Wi-Fi Connection of PC. Connect indoor station and PC to the same switch and ensure that device and computer

are under the same network subnet;

. joviien | 1 e 1 Modity Network Parameters
BID - | Device Type | Status. | IPv4 Address | Port | Enhanced SDK Servic.. | Software Ver.. | IPv4 Gate... | HTTP

@ 00 DS-KHB350-WTE1  Active 0.7.66 B800C N/A V2.0.2build 1... 10.7.66.254 B

b

You can get IP settings assigned automaticaly If your network supports
this capablity. Otherwise, you need to ask your network adminstrator
for the appropriate [P settngs

) Obtan an IP address automatcaly
) Use the folowng 1P address:

1P address 0 .7 .66 108
Subnet mask 255 .255 .25 , 0

Defoult gateway: 10 .7 .66 .254

Preferred DNS server:

- folows NS serv 55
R i

Alternative DNS server

(] valdate settings upon ext Advanced..

2. Connectindoor station’s debug port and PC com port;

3. Confirm which COM port is used on PC;
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Title xxxxx

A Device Manager = o X
File Action View Help

e m H m e
B computer »
s Disk drives
W Display adapters
M Firmvare
4 Human Interface Devices
*B 1DE ATA/ATAP! controllers
3 Intel(R) Dynamic Platform and Thermal Framework
3 Keyboards
£.1 Memory technology devices
@ Mice and other pointing devices
@ Monitors
@ Network adapters

« Y Other devices
§& 30 Video Controller

P& Unknown device
| ST da

- @ Ports (COM & LPT) F
W Prolific USB-to-Serial Comm Port (COM4)

= Print queues

0 Processors

i software devices

§ Sound, video and game controllers
Lu Storage controllers

B System devices

@ Universal Serial Bus controllers

4. Open SecureCRT and set parameters as picture below. Port should be set as the serial port which you use. Baud rate

should be set as 115200. The Parity should be set as None; If “RTS/CTS" Is selected, you cannot enter commands.

Quick Connect

Protocol:

Port: Flow Control
DTR/DSR
Baud rate: D Bl
[JrTs/cTs
[ Ixon/xorF
Parity:
Stop bits:

Save session

Open in a tab

[]show quick connect on startup

| Connect || Cancel

Step 2 Open Tftp Server for Preparation

1. Open tftp server, which is used for transferring picture from device to computer;

Cisco tftp
~ &R v EHH
tftp 2019/4/23 14:20

D amboot.bin
printscr.bmp
syslog.txt
=B TFTP HIKrar

< Tftpd32.exe

2019/4/22 18:59
2019/4/23 14:23
2018/11/29 14:41
2018/11/29 14:33
2018/11/29 14:34
011/6/2 14:45
2013/12/12 18:59

2. Check Tftp Server IP, which is the same to PC's IP address;
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Title xxxxx

Tftpd32 by Ph. Jounin

Current Ditectory |C:\Users\dengyanarD esktop\Cisco Htp Browse

Server interface Show Dir

Thp Server | Titp

Connection received from 10.7.66.13 on port 47040

‘wiite request for file <printscr.bmp:. Mode octet
OACK: <tsize=1843254>

<printscr bmp>: rovd 3607 blks, 1843254 bytes in 6 5. 0 blk resent

<

>

Current Action |<prhlsct.hn'p>: revd 3601 blks, 1843254 bytesin6s. 0

About | Settings Help I

Step 3 Enter Debug Mode
1. Input “zhimakaimen” and then you'll get a string of text as condition code of device;

zZhimakaimen
caaaaliLcokPkOcDo3u=
Password:

2. Togetthe password:

Copy Device Key, and go to 0A> PSH Shell website interface, Past Device Key to get security code;

(For customers, please copy and send device key to Hikvision technique engineer, they will send back security codel;

Menu Password Reset x  PSH Shell x

i+|Z) Password Reset
|=] PSH Shell

PSHI 1475 H)
BIERE*
[1
-SSR
[CAAAAJILCOKPKacLcUD=
AmPER G 04
T2MOSeBhfOnlymVZ+++2 SNpeVUMSOlCOAt/N'DS SVREdwmSAahfkQCaSXP

UmWwXvuAVgIpFRCjNSNYON/ xs 58BTAWIUr4R2sUZj k66v8dTs fveXIZX

EIF0gB07iGR/ChoCLvbAeIEFEOmIcsClAEPVE/ SZGGwggz8uVmmxmSe0
Bj0=

iR EHNE

Copy security key and past security code to enter Debug Mode

Zhimakaimen
CAAAATTLCoOKPkOCDO3U=
Password:

Enter Debug Mode.
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Step 4 Input Commands to take screenshot

1. Login device and enter “root” mode
Input “su”

Input device admin password
zhimakaimen ~ ~ = FTTTITTTOTTr mTTmommn nmmmm T T e
CAAAATTLCOKPKOCDO3U=

Password:

Enter Debug Mode.

BusyBox v1.29.1 (2018-09-04 16:51:46 CST) built-in shell (ash)

Enter 'help' for a 1ist of built-in commands.

guest@dvrdvs ¥ su
assword:

2. Enter "home” file and then enter "app” file

Input “cd home” [guest@dvrdvs ] § su
Password:
" M Killed
Input "cd app [root@dvrdvs ] # cd home

[root@dvrdvs home] # cd app
3. Print screen

Input “ls”
Input "guiBebug hiklinux 10"

# zhimakaimen
CAAAATTLCOKPKOCDO3U=

Password:

Incorrect Password. 4 Times Left
# zhimakaimen
CAAAATTLCoKPKOCDO3U=

Password:

Enter Debug Mode.

BusyBox v1.29.1 (2018-09-04 16:51:46 CST) built-in shell (ash)
Enter "help” for a 1ist of built-in commands.

[guest@dvrdvs ] § su
Password:

Killed

[root@dvrdvs ] # cd home

libosip2.so

libosipparser2.so

-bi log_231970650. 20190423140905
picture
printscr. bmp

ibeXosip2.so sysres

root@dvrdvs app] # guibebug hiklinux 10

arg0:10, argl:0

started Print Screen!!!

End Print _screan! |

4. Transfer screenshot to tftp server
Input “busybox tftp -pr printscr.bomp 10.7.66.105"

(Here, the IP address should be tftp server's IP address |

arg0:10, argl:0

started Print Screen!!!

End Print Screen!!!

ad. c #457] [@connectsdkserver]: server addr is invaild
2

root@dvrdvs app] # host parser:address:3.0,230.

usybox tftp -pr printscr.bmp 10.7.66.105
i & ! R R R R

| 250k 0:00:06 ETAhost parser:address:3.0.230.212

0 . omp e | 868k 0:00:03 ETAhost parser:address:13.251.8.192
printscr.bmp 655 | #mEaR R R R R R R | 1180k 0:00:02 ETAhost parser:address:52.74.168. 35
printscr. bmp 100% |#swssswemsawawaiswseriririwswses| 1800k 0:00:00 ETA

[ © Hikvision Digital Technology Co., Ltd. All Rights Reserved.
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Step 5 Check print-screen on tftp server

Ci tft .
see e < Network Settings ,
- =3 R E (l)
thtp 2019/4/23 1420 © @} DHCP
| amboot.bin 2019/4/22 18:59 1
& printscr.bmp 2019/4/23 14:23 | Local IP 107.66113
| syslog.txt 2018/ 2T T
B TFTP_HIK.rar 2018/11/2914:33 1\
BB Tfpd32(1).rar 2018/11/29 14:34 1\ Subnet Mask 255.255.255.0
T Titpda2.exe 2011/6/2 14:45
] update.txt 2013/12/12 18:59 Gateway 10.7.66.254
DNS Address 10.1.7
DNS Address 2 17.98

Note: Conclusion:
#zhimakaimen
password

#sU

#admin password
#cd home

#cd app

#ls

#guiDebug hiklinux 10
#busybox tftp -pr printscr.omp 10.7.66.105

zhimakaimen | )
CARAAFQDF7€ZMSTSuTo=
Password |

Enter Debug Mode.

BusyBox v1.29.1 (2018-09-04 16:51:46 €5T) built-in shell (ash)
Enter "help’ for a Tist of built-in commands.

[guest@dvrdvs 1 § su r—)

Password: host parsSer:address:52.74.168.35

Killed
[root@dvrdvs ] # cd home

4

[root@dvrdvs hom&] # HOST parser:address:52.74.168. 35
host parser:address:13.251.8.192

host par sergy ddress:3.0.2

30.212

cd 3|
rootgavravs appl] # host parser:address:3.0.230.212

s 1O
H1niGdI.cfg
audio
firmware.bin

font

18
ibeXosip2.so

Tibosip2.so
Tlibosipparser2. so
Tog_224235550. 20190423152929
picture

sysres

[root@dvrdvs app] # host parser:address:3.0.230.212
host parser:address:3.0.230,212

guibebug hiklinux 10

I

started Print Screen!!!
mrimimmmimmees. BRI PPIRT SCreen! 1!
[ERR] [2019-04-23 15:48:20] [net/sdkService/sdkUpload. c #457] [Aconnect5dkServer]: server addr is invaild

[root@dvrdvs app] # host parser:address:3.0.230 ii?
busybox tftp -pr printscr.bmp 10.7.66.105 [

i o 3% | 250k 0:00:06
printscr.bmp AB% | wEwemewesweRaes | 888k 0:00:03
printscr. bmp 5% |FwmemaREEEERRREREREE 1180k 0:00:02
Dr--intgcr_bmp _‘LDO% If(*‘ﬂrﬁﬁ#ﬁ#k‘ﬁr*‘ﬂrﬂﬁ#ﬁ#k#*#ﬁﬁ#ﬁ#ﬁ#k#*#I laook O:OD:OU
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ETAahost parser:address:3.0.230.212
ETAhost parser:address:13.251.8.192
ETahost parser:address:52.74.168.35
ETA



