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IPv6 Knowledge and how to use it on HCP

IPVv6 is the latest version of the Internet Protocol (IP) and is designed to eventually replace the curre
nt version, IPv4. It was developed to address the growing need for IP addresses as more and more
devices are being connected to the internet.

One of the main differences between IPv4 and IPv6 is the length of the IP address. IPv4 uses 32-bit
addresses, while IPv6 uses 128-bit addresses. This allows for a significantly larger number of unique
IP addresses, making it possible to assign a unique address to every device connected to the intern
et.

In addition, IPv6 includes features such as built-in security (IPsec), improved QoS (Quality of Servic
e) capabilities, and better support for mobile devices.

IPv6 adoption has been increasing in recent years, and it is now widely supported by modern operati
ng systems and networking equipment. While IPv4 is still in use and will continue to be for some tim
e, the transition to IPv6 is expected to continue as the number of connected devices continues to gro
w.

1. IPv6 address format
The address length will be longer than IPV4. The length of ipv6 address is 128 bits.
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Instructions about IPV6 address



« IPv6 ROt 2B} : AB,CD,EF

The ipv6 address is not pure numbers combination, it may contains letters, such as A,B,C,D,E,F

CRNESAN 0ES 16 iH, — Mt REEHII—IR

.. is used for indicate this arrange has many 0, but one ipv6 address has only one ::

o [EFRHBE: 0:0:0:0:0:0:0:1 ->::1

The ipv6 loopback address is 0:0:0:0:0:0:0:1 , we can change it to another format also ::1
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there are link-local ipv6 address , it will be show FE80:: /10 normally, when we use ipv4 addres
s, it the NIC can’t get ip address from router, it will generate a local address, such 169.254.xxx.xxx, t

here kind of address can’t be used for transmit via router, but it can be used for communicating with
other local address. The FE80 ipv6 address has similar function.
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The IPv6 address consists of two parts: the prefix and the interface identifier.

The prefix is the fixed-length part of the address that represents the network identifier, and is simil
ar to the network portion of the IPv4 address. The subnet identifier, router, and address range prefix
notation in IPv6 uses the same CIDR notation as in IPv4, and can be written as: address/prefix lengt
h.



For example, 2409:8653:2000:0:304b:9¢5f:b213:2763/64 represents the first 64 bits as the prefix,
and the remaining 64 bits as the interface identifier.

In the public network the prefix of ipv6 will be assigned by ISP, but if we test ipv6 in local network,
we can use router to assign the prefix, we can define the prefix number free.

LAN
Assigned Type: ® DHCPvo SLAAC+Stateless DHCP SLAAC+RDNSS
IAddress Prefix: 2403:6652:: /64
N seconds. (The default is 85400, do not
Release Time: Sl change unless necessary.)
Address: FEB0::20A:EBFF:FEG1:2011/64
Save
Internet
Internet Connection Type: PPPoE v
Username:
Password:

IPvE Address:

Advanced
Get IPve Address: e DHCPvo SLAAC+Stateless DHCP Specified by ISP
Prefix Delegation: Enable Disable

About capturing ipv6 data via wireshark

The wireshark command changed, such as icmp command can be used for capturing ping data on
ipv4 network, but for ipv6 network, the command should be changed to icmpv6, more command inst
ruction on ipv6, please search on google.
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Ho. Time Source Destination Frotocel Length Info
5@ 1.233285 feB8@::cd5a:bedl:182.. fe8@::644f:c753:4bc.. ICMPvE 94 Echo (ping) request id=8x@081, seq=29, hop limit=128 (reply i
51 1.233451 feB0::644f:c753:4bc.. fe80::cd5a:bedl:182.. ICMPvE 94 Echo (ping) reply id=8xB801, seq=29, hop limit=128 (request i
98 2.234881 feB80@::cd5a:bed1:182.. fe8@::644f:c753:4bc.. ICMPvE 94 Echo (ping) request id=8x@081, seq=3@, hop limit=128 (reply i
99 2.235123 feB80::644f:c753:4bc.. fe80::cdba:bedl:182.. ICMPve 94 Echo (ping) reply id=8x8@01, seq=38, hop limit=128 (request i
155 3.237123 fe80::cdba:bedl:182.. fe8@::644F:c753:4bc.. ICMPvE 94 Echo (ping) request id=8x@081, seq=31, hop limit=128 (reply i
156 3.237366 feB8::644f:c753:4bc.. fe80::cd5a:bedl:182.. ICMPvE 94 Echo (ping) reply id=6xB801, seq=31, hop limit=128 (request i
205 4.239285 feB0::cd5a:bed1:182.. fe80::644f:c753:4bc.. ICMPvE 94 Echo (ping) request id=8x0001, seq=32, hop limit=128 (reply i
206 4.239608 feB8@::644f:c753:4bc.. fe8@::cd5a:bedl:182.. ICMPvE 94 Echo (ping) reply id=8x8001, seq=32, hop limit=128 (request i

How to login HCP via ipv6.
http://[fe80::644f:c753:4bc2:8a2f ]
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HCP:

* HCP support IPv4 and IPv6 simultaneously
* Web, APP, CS client can login via IPV6

* Supported add OpenAPI via ipv6

* HCP Service can support ipv6: SYS . BeeAgent . OpenAPI. Nginx, Postgresql


https://hiknow.hikvision.com.cn/kms/kms/multidoc/kms_multidoc_knowledge/kmsMultidocKnowledge.do?method=view&fdId=1865d77aa1947439367a34d46c088648#null
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