HIKVISION

Title: How to create HCP HTTPS cert Version: v1.0 Date: 03/21/2023
Product: HikCentral Professional Page: 1of7
Preparation
1) OpenSSL

2) OpenSSL.cnf (config file)
3) HCP testing environment

Title (How to create HCP HTTPS Cert)

1. Download & Install OpenSSL
1) Download from http://wiki.overbyte.eu/wiki/index.php/ICS_Download

on older versions of Windows such as XP, Vista and 7

2.

Date
2023-
03-15

2023-
03-15

2023-
02-07

2023-
02-07

Download

OpenSSL Binaries Win-64 3.1.0 requires

ICS V8.67 or later?

OpenSSL Binaries Win-32 3.1.0 requires

ICS V8.67 or latere?

OpenSSL Binaries Win-64 3.0.8 requires

ICS V8.67 or latere?

OpenSSL Binaries Win-32 3.0.8 requires

ICS V8.67 or latere?

Description
Built with Visual Studio
Build Tools 2017

Built with Visual Studio
Build Tools 2017

Built with Visual Studio
Build Tools 2017

Built with Visual Studio
Build Tools 2017

2) Pick the latest version.
3) Extract from zip file to (eg. D:\Hikvision\OpenSSL\)

4) Add the path to Environment Variables

i.
ii.
iii.
iv.

Download OpenSSL.cnf

Download Link: https://drive.ticklink.com/hcs/controller/hik-
manage/fileDownload?link=qw8QHPI12

1)

2)

Comments

Supports TLSv1.3. For 64-bit applications only (XE2+). Digitally code signed. Only supports
Windows Vista/Server 2008, and later, not Windows XP.

Supports TLSv1.3. Use with 32-bit applications on Windows 64-bit. Digitally code signed. Only
supports Windows Vista/Server 2008, and later, not Windows XP.

Supports TLSv1.3. For 64-bit applications only (XE2+). Digitally code signed. Only supports
Windows Vista/Server 2008, and later, not Windows XP

Supports TLSv1.3. Use with 32-bit applications on Windows 84-bit. Digitally code signed. Only
supports Windows Vista/Server 2008, and later, not Windows XP.

Windows Search “View advanced system settings”

Select “Environment Variables”

Under “System Variables” Select and Edit “Path”

Click on “New” insert the path (eg. D:\Hikvision\OpenSSL\)

Passcode:1314520

Keep the openssl.cnf to (eg. D:\Hikvision\Cert\)
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3. Editthe IP.1and DNS.1

B . i . 2. 3. 4...5 \.6.1-7. 1.8:).9. S0 0 beq o12e 0 0300 o040 2350 46 0 A0 180 - 20N

e =
Hame Share View

« v » This PC » Windows-55D (C) » Progral

=

* O Name

[A| | openssl.cnf

7t Quick access
I Desktop

4 Downloads
|| Documents

=] Pictures
@ OneDrive

3 This pc
J 3D Objects
I Desktop
|2] Documents
& Downloads
B Music
=I Pictures
B videos
‘= Windows-55D
- Local Disk (D)

=% Netwark v
Titem  1item selected 10.8KB

Note:

|

] *openssleonf - Notepad -
Eile Edit Format View Help

Some might want this also
nsCertType = ss1CA, emailCA

#*

Include email address in subject alt name: another PKIX recommendation
subjectAltName=email: copy

Copy issuer details

issuerAltName=issuer:copy

subjectAltName = @alt_names

[alt_names]

IP.1=127.0.0.1

DNS.1=mypc.hcp.com

H# 3

E 3

DER hex encoding of an extension: beware experts only!
obj=DER:©2:83

Where 'obj' is a standard or added object

You can even override a supported extension:
basicConstraints= critical, DER:30:03:01:01:FF

H# W HH

[ erl_ext ]

# CRL extensions.
# Only issuerAltName and authoritykeyIdentifier make any sense in a CRL.

# issuerAltName=issuer:copy
authorityKeyIdentifier=keyid:always

It can be multiple IP and DNS. (Eg. IP.2= & DNS.2=)
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4. Command in CMD

1) SET OPENSSL CONF=D:\Hikvision\Cert/openssl.cnf
2) cd/d D:\Hikvision\Cert\
3) openssl req -new -nodes -newkey rsa:2048 -keyout demo.key -out demo.csr
4) sg
5) Fill detail
Eg.
State or Province Name : Singapore
Locality Name : Singapore
Organization Name : Hikvision
Organizational Unit Name : Technical Support
Common Name : fake DNS example: pcname.hikvision.com
Email Address : oa@hikvision.com
Password: abcd1234

D: \HIKVISIO chnical\certTest>openssl req -new -nodes

You are about to be asked to enter information that will be incorporated
certificate request.
you are about to wha alled a Distinguished Mame or a DN.
e are quite a few fields but you leave some blank
~ some fields there will be a default value,
f you enter '.', the field will be left blank.
y Name (
i Some-State] :Singapore

Internet Wid
ction)

Please enter the following ‘extra’ attribute
C te reguest

A challenge password [] 4

An optional company name []:

6) openssl x509 -signkey demo.key -in demo.csr -req -days 365 -out demo.pem -extfile
openssl.cnf -extensions v3_ca

Note:
365 is the cert expiry perior, it can be change & In “D:\Hikvision\Cert\”” will have 4 files in total.
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5. Update Key

TR

1) Copy entire key from demo.key and paste it to demo.pem

demo.pem - Not

File Edt Format View Help

----- BEGIN PRIVATE KEY=-----

FOvyL15xgIla3e+iWHHIXrg==

b MIIEVAIBADANBgkqhkiGOweBAQEFAASCBKYwggSiAgEAACIBAQDVKFBdU2/0//YD
ZUVHB836EKC2IhwhFOBU+peHy+RrE/CzvZhMRSqezMz/QZrbSuly4IYRZSANXXNA+
5qXSPMIJ7HcYz5QXGMr2V5hXX4G35UWBUOEPX+ODPS3mSXcX47 FEOQTqL1HF/pE
XXuWoLBprQxqoKq+TdIQPkLKk9pKIT1vMm4VOX+RDVN129FGZOXInIGd4TggVofaW
ELHOOU1SDUcHP1Q4AqO@ckLHLYDOFAQtSWMU42fn4dSD+Erxxd1SIA8 xiSCAPp+
uPMkIFidpLas7@10Q616908qL1MN/rQgqphaPGzebX7X1WVidQ+YFy+ReId/7kqs
ghLtvQb1AgMBAAECEEEAGMS XWEJGQHQVYSUBNCMP3U1J1SZTiK92kHv34CKfwKnI
ktyadKcHb2QSEYYMNsIViLOkTDeviz2imNx2x/00X1xrAL+rWu@RPOQZ+1hBrazF
IxB77T60F05¢c1QR/iLalxCfDnwF2827k1pMCLENPNC3WVNVVKZ2jRV2mqjIYXqve
1IbbRFRMOOEVSTZGOAycu8+bFFIVPHKUGELULZt7SPXBFc/EZ1DLB/QIRODSUYbO
NsPPN1Ir57EMBEdr2rvv/0z1sf5iyz9EZ3AEINNFPAUIWYXtulKTAedHaEpVRfHr
wlBat+BeM+VVSS684sUHXSZwio2IRIK282qfDAWXFQKBEQDdzxzCry4vK3HUnTpe
/3pIMx7+2XhvFONS TMkwUwaOjrXL9IdfbHDNGckzH+seyUpmTm2csolyaNolLaONc
0E1QiYYat7h52WmnPNaWowUGIZds3EiwolkiU8PpQQazZKqeMzErrpEclh2xNffMd
gMnrYKY1RwyaSr3paUlUzBVRfwKBgQD2BazBOwM/q@2JUsudhaM8ud7gVgvinksUd
4nbs87q+4b9sv+s5inqYwXygR8T+NUtIAMUBMcEhzySs/Xxm969BV1HgsStLqurG
x2tqKp8iwGKQcSZWFUcZtf8zyueH2hbIDiaODUtFELETROCVM7qwOpgnIx61KcIv
HWBYEju5iwKBgHIMGDTR/YrmPyllbVonCcvFawYhzoSulHx2WBBDf76dxV1yB9cN
J/UF3IRazucN4ofEgDzCYXx5njulWCxyRKh129v6LUSOZFU+PUKBRI+QrAyKqkE7Qw
a1XGGv58dNfAoh/Crz2NS7gIgnI350IjCmcBSjXLqzdruoydCMytsdjtAoGAV2cu
t/FyfwUpl7addgoLMeF jAhovvHyKGfflzkrMtpHXAxivxdKHUYtL711xB+sBISR9
iBmYBp33j5r1rm9002x6CmjP3MLUSCwOu/QnFXYBBXxBUezIhkqSK6VrkoRmBZpfYs
B118wHpanoGILWzQT1mRwp28fmr2kék+Vavsof8CgYBeshqBo8FZxZulleGzcvMt
tzmIL3m7fecTas2E70fuMm9CF6CgJAKTNOSBeBUMH/ LHeW3IVkV8DDqSiMRZ9gSp
7hRYQynB/t1loQo46caPnob5jln+iXAtu06C55jKRHK46EkGUf1VIXsoEIOSqoYuo

----- BEGIN CERTIFICATE=-~---~
MIIEUDCCAZigAwIBAGIUIHp/AQLQWES1QYnwfh30aluhwEwwDQYIKoZIhveNAQEL
BQAwgacxCzAIBgNVBAYTANNNMRIWEAYDVQQIDALTaWSnYXBvemUxXEJAQBENVBACM
CVNpbmdhcG9yZTESMBAGALIUECEWISGLlrdml zaW9uMRowWGAYDVQQLDBFUZWNobml j
YWwgU3VwcG9ydDEVMBMGALUEAWWMbX1WYyS50Y3AuY29tMSkwIwYIKoZIhveNAQkB
Fhp@b25neW91bmcubmdAaGlrdmlzaW9ulmNvbTAeFwOyMzAzZMTcwNjEOMzNaFwez
MTA2MDMwN3 E@MzNaMIGNMQswCQYDVQQGEWI zZzESMBAGALUECAWIU21uZ2Fwb3]1
MRIWEAYDVQQHDALTaWSnYXBvcmUxEjAQBENVBAOMCUhpa3Zpc2lvbjEaMBgGALUE
CwwRVGVjaG5pY2FsIFN1cHBvcnQxFTATBENVBAMMDG15cGMuaGNWLMNvbTEpMCcG
CSqGSIb3DQEJARYadGIuZ31vdWSnLlmSnQGhpa3Zpc2lvbi5ib2@wggEiMABGCSGG
SIb3DQEBAQUAA4IBDWAWEEEKAOIBAQDVKFBdU2/0//YDZUVHB36EKC2IhwhFOBU+
peHy+RrE/CzvZhMR5qezMz/QZrb5uly4IYRZSANXXNA+5qXxSPMIj7HcYZ5QXGMr
2V5hXX4G35UNBUOEPX+0DPS3mSXcX47FE0QTq11Hf/pEXXuWoLBprQxqOKq+TdIQ
PkLK9pKIT1vMm4VOX+RDVN129FGZOXInIGd4TggVoFAWELHOOU1SDUCHP1Q4AqGO8
ckLHLYDOFAQtSWMU42fn4dSD+Erxxd1SIA8jxi5CAPp+uPMkIFidplLas7010Q616
908qL1MN/rQgqphaPGzebX7X1WVidQ+YFy+ReId/7kqsghLtvQblAgMBAAG]ciBw
MB@GA1UdDgQWBBRGSOVIOtAiAHbayHfIgWa117VIWIAFBgNVHSMEGDAWEBRGSOVI
OtAiAHbayHf9gW4117VIWJAPBENVHRMBAFSEBTADAQH/MBOGA1UdEQQWMBSHBHBA
AAGCDG15cGMuaGNwLmNvbTANBgkqhkiG9w@BAQs FAAOCAQEAhy+AUjwHDZae29gq
uyYuGe4pn2AWr98weF s@6PpQoeABLNgeHvVm3ZKbaYkudW7mscP@cbBUELflxFq3
drTZC03fic72NHUMfKHeBrEHHNE 74NCReLLKkqSQEXDFA3I8yk9IulEkdmecOZ1lv
Np88IOR9IAYsn/kOLXR17Y1CsvIucKrR2YdpzjWOwkRr/iEp6m3DNp2EtImI8FbCR
H8s+FWNS8T1nx18uWIRy7cQpmbcM3yBUsBR4jolqhdl/IT6EOOrTVDEUSeT1ZtS8
6tK4RMKbDAWAX1pm/zHo350N/ pDLUKUNL $31VKWs § 3HKLWNSDUCYVyvhSz33EGL
20GhBg==

----- END CERTIFICATE-----

----- END PRIVATE KEY=----- x =

Ln 1, Col 1 100%

2) As screenshot below:

Note:

7 demo.pem - Notepad

File Edit Format View Help

‘ ----- BEGIN CERTIFICATE-----
MIIEUDCCAzigAwIBAgIUIHp/AQLQWES1QYnwfh30aluhwEwwDQYIKoZIhveNAQEL
BQAwgacxCzAJBgNVBAYTANNNMRIWEAYDVQQIDALTaWSnYXBvcmUXEjJAQBGNVBACM
CVNpbmdhcG9yZTESMBAGALUECgwISGlrdmlzaW9uMRowGAYDVQQLDBFUZWNobml j
YWwgU3ViwcG9ydDEVMBMGALIUEAWWMbX1wYy50Y3AuY29tMSkwlwYIKoZIhveNAQKB
Fhpeb25nelW91bmcubmdAaGlrdmlzaWOuLmNvbTAeFweyMzAzMTcwNjEOMzNaFwez
MTA2MDMwNjE@MzNaMIGnMQswCQYDVQQGEwWIzZzESMBAGATUECAWIU21uZ2Fwb3J1
MRIWEAYDVQQHDALTaW5nYXBvcmUxEjAQBgNVBAOMCUhpa3Zpc2lvbiEaMBgGALUE
CwwRVGVJjaG5pY2FsIFN1cHBvcnQxFTATBgNVBAMMDG15¢cGMuaGNwLmNvbTEpMCcG
CSqGSIb3DQEJARYadGouZ31vdW5SnLlm5nQGhpa3Zpc2lvbi5jb2@wggEiMAGGCSQG
SIb3DQEBAQUAA4IBDWAWggEKACIBAQDVKBdu2/0//YDZUVHB36EKC2IhwhFOBU+
peHy+RrE/CzvZhMR5qezMz/QZrb5uly4IYRZSAnXXNA+5qx5PMIj7jHcYZ5QXGMr
2V5hXX4G35UN8UOEPX+0DPS3mSXcX47FEoQTq11HF/ pEXXuWoLBprQxqOKg+TdIQ
PkLk9pKIT1vMm4V9OX+RDvn129FGZOXinIGd4TggVof4WELHOOU1SDUCHP1Q4Aq00
ckLHLyDOFAQtSWMU42fnadSD+Erxxd1SIA8jxi5CAPp+uPMkIFidpLas7010Q616
908qL1MN/rQgqphaPGzebX7X1WVjdQ+YFy+ReId/7kqsghLtvQblAgMBAAGTcBw
MBOGA1UdDgQWBBRGSOVIOtALIAHbayHfSgW4117VIWIAFBgNVHSMEGDAWEBRGSOVI
OtAiAHbayHf9gW4117VIWAPBgNVHRMBAF8EBTADAQH/MBOGALUAEQQWMBSHBHSA
AAGCDG15¢GMuaGNwLmMNVbTANBgkghkiGOwOBAQs FAAOCAQEAhy+AUjwHDZae29gq
uyYuGe4pn2AWro8weFs@6PpQoeABLNgeHvVmM3ZKbaYkudW7mscP@cbBUELIf1xFq3
drTZCO3f1ic72NHUMfKHeBrEHHNE74NCReLLKKGSQEXDFA3I8yk9IUulEKdmc0Z11ly
Np88IORSAYsh/kOLXR17Y1CsvIucKrR2Ydpz jWewkRr/iEp6m3DNp2EtImI8FbCR
H8s+FWNS8T1nhx18uWIRY7¢cQpmbcM3yBUsBR4jolqhdl/ITEEORrTVDEUseT1ztS8
6tK4RMKbDAWAX]1pm/zHo350N/ pDLUKUNLS31VKWsJ3HKLWNSDUCYVyYvhSz33EGL
z8GhBg==

————— END CERTIFICATE-----

----- BEGIN PRIVATE KEY-----

MIIEvVAIBADANBgkahkiGOwOBAQEFAASCBKYwggSiAgEAAOIBAQDVKfBdu2/0//YD
ZUVH836EKC2IhwhFOBU+peHy+RrE/CzvZhMR5qezMz/QZrb5uly4IYRZSAnXXNA+
5qx5PMIJ7GHCYz5QXGMr2V5hXX4G35UWSUOEPX+0DPS3mSXcX47FfEoQTq11HF/pE
XXuWoLBprQxqoKq+TdIQPkLkOpKIT1vMm4VIX+RDVN129FGZEXjnIGd4TggVofan
ELHOOU1SDUcHP1Q4Aq08ckLHLYDOFAQtSWMU42Fn4dSD+Erxxd1SIA8Ixi5CAPp+
UPMKIFidpLas7010Q616908qL1MN/rQgqphaPGzebX7X1WVidQ+YFy+Reld/7kgs
ghLtvQblAgMBAAECEEEAGMSXWE JqQHQVYSUONCMP3U1J1SZTiK92kHv34CKFwKnI
ktyadKcHb2QSEYYMNsIViLOkTDevjz2imNx2x/00X1XrAL+rWUBRPOQZ+1hBr4zF

Ln1,Col 1 100%  Windows (CRLF)

Remember to save the demo.pem
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6. Import demo.pem to HCP

HikCentral Professional Web Client
System Configuration

Transfer Protocol

Clients and SYS Transfer HTTP

&) HTTPS

Certificate System Provided Certificate

®) New Certificate

*Upload Certificate

EE Security

Transfer Protocol

Important Note:
HCP SYS Service will restart after Save

7. Clear Web Browser Cache

System Configuration

o %

1) HCP WebClient - System Configuration - Security - Transfer Protocol - HTTPS - New
Certificate - Upload

© Hangzhou Hikvision Digital Technology Co.,Ltd. All Rights Reserved.
No.555 Qianmo Road, Binjiang District, Hangzhou 310052, China e Tel: +86-571-8807-5998 ¢ Fax: +1 909-595-0788

E-Mail: support@hikvision.com « www.hikvision.com

© open

« v 4 > This PC > Local Disk (D3

Organize ¥ New folder
MName "
7 Quick access
I Desktop || demo.pem
& Downloads
|Z| Documents
=] Pictures
@ OneDrive
I This PC
# 3D Objects
[ Desktop
|z Documents
& Downloads
J! Music
=] Pictures
@ videos
‘s Windows-SSD (C)
- Local Disk (D:)

¥ Netwark

File name: | demo.pem

* HIKVISION »
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8. Export Cert (It can be any PC)
1) Click on “Not secure” —

A\ Notsecure | https//127.0.0.1

R

Perzonal

HIKCloudStorage OpenAPl

“Details” —

Yo

Attal

NET:)

A

“Export”

Certificate Viewer: mypc_hcp.com

Ger‘e’al

Certificate

Hierarchy

mypc.h

Cp.com

Certificate

Fields

mypc.hcp.com

Certificate

Field value

9. Save the Export file under .crt format

Version
Serial Mumber
Certificate Signature Algorithm
Issuer
validity
Not Before

PR

File name: | mypc.hcp.cum.crﬂ

10. Run the .crt

1) Store Location: Local Machine
2) Place the cert under “Trusted Root Certification Authorities”

11. Completed.

Note:

Save as type:  Basefd-encoded ASCI, single certificate (*.pem;™.

Access to IP.1 or DNS.1 shoudn’t prompt not secure for 365days
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See Far, Go Further
HIKVISION Technical Support
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