HIK VISION HCP2.4 Access Control Delivery Manual 2023.02

HCP2.4 Access Control

Delivery Manual

2023. 02



HIK VISION HCP2.4 Access Control Delivery Manual 2023.02

Content
RECOIM ... ERRENBE.
T OVEIVIEW ... 3
2 Web Configuration PrOCESS ... 3
2.1 Add ACCESS CONTIOI DEVICE ......vviicieieieieeeee et 3
2.2 Add persons for aCCESS CONLIOL.......cciiiiiieicieeee e 4
2.3 Add Access Schedule TemMPIAtE ........ccocviiiiicec e, 6
2.4 AAd ACCESS LEVEL ... 7
2.5 ASSIGN ACCESS LEVEL ...ttt 8
3 Web Function AppliCatioNn ... 8
3.1 Real-Time MONITOMING ..cviviviieiiiiiieeeee e 8
3.2 SBATCN ..o 9
3.2.1 1dentity ACCESS SEAICN ..ot 9
3.2.2 Device Recorded Data RetrieVal. ... 10
4 CS FUNCEiON APPHCAtION ... 12
4.1 MONIEOTING. oottt ettt ettt ettt 12
.2 SBAICN ..o, 13
4.2.1 1dentity ACCESS SEAICN ......ciiiiiiiice e 13

4.2.2 Device Recorded Data RetrieVval. ... 14



HIKVISION

HCP2.4 Access Control Delivery Manual

2023.02

1 Overview

This article mainly introduces the HCP2.4 platform access control, Including

configurations about persons and access levels, as well as real-time access

monitoring and event statistics.

2 Web Configuration Process

The configuration process is as follows:

Door Person
Add Device Add persons for acces

ss control, Set time period when peoj
er and exit, and exit.

Manage Access Level
ple are Set access point(s) that allow entrance

Assign Access Level
Assign Access Level

2.1 Add Access Control Device

Access Control> Access Control Overview->Guide,Click Quick Configure, Enter the

relevant parameters, click the save and next button.




HIK VISION HCP2.4 Access Control Delivery Manual
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2 4
Door Person Time Manage Access Level Assig)
Add Device Add persons for access control. Set time period when people are Set access point(s) that allow entrance Assif
allowed to enter and exit. and exit.

Add Access Control Device

Basic Information

Access Protocol | Hikvision Private Protocel

Adding Mode  (8) 1P Address/Domain
1P Segment

Batch Import

*Device Address | 10.8.89.104

“Device Port | 3000

“Device Name | minmoe-hej

“User Name | admin

“Password | sssessss ®

— Strong

Time Zone

© Device Time Zone  (®) Get Device's Time Zone

Manually Set Time Zone (The time zone settings will be applied to the d...

2.2 Add persons for access control.

There are two ways to add person, the first is to add person directly, and the second

is to import persons from templates or access control devices.

Access Control Wizard

-

Eg :’ n;g.']'.

Add Person

on the platform

Import Persons
onls Batch import persons to the platiorm
[ o |

Import Now

® Method 1: Add Person

Click Add now button, Enter the relevant parameters according to the actual

situation. click the save and next button.
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"é: Add Person

“ID | 4430122482

*Department | All Departments
First Name | huang
Last Name | chunjuan

*Effective Period 2023/02/17 16:26:117 - 2033/02/17 23:59:59 [

Allow Login to Self-Service ()

Employee Self-Service Password

I
7

v
B Eg0
wmo @&mo
A1 @0
v

Credential Management

Configure Platform User Not Configured Configure Now

® Method 2: Import Person

Click Import Now button, You can choose device import or template import.

Configure relevant parameters according to the actual situation, and then save.



HIK VISION HCP2.4 Access Control Delivery Manual

2023.02

N
(<) Import Persons

Importing Methad Impaort by Template

=) Import from Device

Device Type | Access Control Davice

Select Device”

\a«‘@q,&

~ B minmoe-hgj

Import Person (w) Al

Specified Employes No
Select Department i All Departments

Replace Profile Picture

2.3 Add Access Schedule Template

Set time period when people are allowed to enter and exit.
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Basic Information

*Name | hgj-Tem1

Copy From

Weekly Schedule

& Eraser

1] 0z 04 06 05 10 12 14

Tuesday

‘Wednesday
Thursday

Friday

Saturday

Holiday Schedule

Holiday Schedule | + Add Holiday |

2.4 Add Access Level

Manage Access Level,Set access point(s) that allow entrance and exit. Configure

access points and access schedules, then save.

Add Access Level

*Access Level Name | AL-HCJ

Description

= Access Point | All Resources

Available Selected
~ All Name Area
> i k210 Door 01 minmoe-hg
> |B kDaoo3
1B minmoe-hej

*Access Schedule | hg-Tem1 v View
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2.5 Assign Access Level

Add person(s) for assigning access levels to.

Assign Access Level

“Access Level | AL-HC)

AL-HCJ
@o Ho B

hej-Tem1 =

Person Assigned with Permission

huang chunjuan
o

4430122492

All Departments

Paul Hu
4318588525

All Departments

2 Person(s) Selected

3 Web Function Application

3.1 Real-Time Monitoring
® Support door Live view, Unlock, Lockr, Remain Unlocked, Remain Locked
operation.

® Support access control Real-Time Event viewing.
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Profile Picture  LastName FirstName ID  Department Skin-Surface Temperature EventType ~Card Reader Authentication Mode CardNo. Operation

@

3.2 Search
3.2.1 Identity Access Search
Identity Access Search displays all events under user permissions, events can be

filtered on the left, and events corresponding to the filter conditions are displayed

on the right.

® Import Event: There are two ways to import, @ Obtain from the device @ File
import (export the file from the device to a USB flash drive, and then import it
to the platform)

® Forgive Anti-Passback Violations: The goal is to clear all devices that have

generated anti-passback events in the retrieval conditions.

® Export: There are two formats of EXCEL and CSV.
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Identity Access Search = importévent ~ & Forgive Anti-Passhack violations [ xport ¢
Profile Picture First Name Last Name o Skin-Surface Temperature Mask Wearing Status ~ Card No. Person/Visitor Department  Time Access Point Card F Operatio
s 8 744 ! B
cess Poin
B Docr 0 ‘ | =
8 . |
Authentication Result ‘ ,,,,,,,, - .
noy 8 o 5
- 17
8 p 748 o
|
‘ o
a
=
-
o | e

Totak: 23 | 100 /Page

3.2.2 Device Recorded Data Retrieval

The device record retrieval displays all events under the user authority, the events

can be filtered on the left, and the events corresponding to the filter conditions are

displayed on the right. Click the export button in the upper right corner, and you

can choose EXCEL and PDF to export the screening results, and the EXCEL method

can be checked to export pictures.

Device Recorded Data Retrieval

Source Type

3.3 Troubleshooting

® Credential Status :You can get an overview of the overall situation of the
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credential status of personnel, and you can filter and export personnel or
visitors who do not have a credential configured according to conditions.

(Certificates include: face, card, fingerprint, iris)

® Check Person Authorization: Test whether persons on the platform can access
the target access points with the current configuration. @ Access Points

Authorized to Persons@Check Credential Settings@Check Device Status.

2 . .
0 0 o J

Check Person Authorization

® Device status: Device abnormal, To be Applied, and Exceptional When Applying

status.

® Check Access Point: Test whether access points on the platform works properly

as the configuration.
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Credential Status

Device Status ©

% Apply < Refresh

Name © Network Status ~ Arming Status  Event Receiving Status  Device Time ©  Persons/Crede

4 CS Function Application

4.1 Monitoring

The number of resources on the left can select the door resource monitoring
interface, which can play view the door resource screen in real time, and can operate
Unlock, Lockr, Remain Unlocked, Remain Locked operations. The real-time events
of access control can be displayed at the bottom, and the detailed information of

personnel can be displayed on the right.
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& Person Search B Monitoring
Public View ! Live View Playback
Resource View Favorites

Person

B3 Remain Unlocked

[d Remain Locked

Access Control

Profile | CardNo. | Skin-Surfac.. = Wearingl huang chunjuan

4.2 Search
4.2.1 Identity Access Search
Person Search->Access Control Retrieval> Identity Access Search, ldentity Access

Search displays all events under user permissions, events can be filtered on the left,

and events corresponding to the filter conditions are displayed on the right.

® Import Event: There are two ways to import, @ Obtain from the device @ File
import (export the file from the device to a USB flash drive, and then import it
to the platform)

® Forgive Anti-Passback Violations: The goal is to clear all devices that have

generated anti-passback events in the retrieval conditions.

® Export: There are two formats of EXCEL and CSV.
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& Person Search

@ The server supports global sorting for log type data.

Identity Access Search

Time

B g

Today v

o

s
ol

Access Point
All resources are selected
Event Type

All event types are selected.

Authentication Result i

Al v
search By
®) Person/Visitor

Card No.

Person/Visitor
) All
Person

Visiter

Profile Picture  First Name

Total: 6

huang

100 /Page v

[ Import Event ~ & Forgive Anti-Passback Violations [SExport  [7 4

Last Name -

chunjuan

44301

Skin-Surface Temperature ~ Mask Wearing Statu Operation

Unknown =
Unknown =
Unknown [=
Unknown =
Unknown =
Unknown =

1 Go

4.2.2 Device Recorded Data Retrieval

Person Search->Access Control Retrieval> Device Recorded Data Retrieval, The

device record retrieval displays all events under the user authority, the events can

be filtered on the left, and the events corresponding to the filter conditions are

displayed on the right. Click the export button in the upper right corner, and you

can choose EXCEL and PDF to export the screening results, and the EXCEL method

can be checked to export pictures.

2 Person Search

@ The server supports global sorting for log type data,
Device Recorded Data Retrieval
[EW Time
Today v

Access Point(s)
Device

Alarm Input

2210

2210

Total: 237

Area ©

2210

2210

2210

100 /Page v

Source Type

Elevators

Elevators
Elevator Control
Device

Elevator Control
Device

Elevator Control
Device

Elevator Control
Device

Elevator Control
Device

Elevator Control
Device

Elevator Control
Device

Elevators

Elevator Control
Device

Device -

2210

2210

2210

2210

2210

2210

2210

2210

2210

2210

2210

Event Type

Button Relay
Disconnected

Remote:
Unlocked Door

Remote: Login

Remote: Logout

Remote: Lagout

Remote: Login

Remote: Logout

Remote: Lagout

Remote: Login

Remote:
Unlocked Door

Remote: Lagin

Cexport  [2

Time ¢ Operation
w0220 5

151714

030220 5

15:12:14

30220

15:12:14

030220 5

15:12:14

=
=
30220 4
15:12:00
2230220 5
15:12:00
230220 5
15:12:00 ’
w23.0220 5
15:12:00
1 /3 Go
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