A guide to the use of the HCP platform on AWS

1. What is AWS?

AWS, Amazon Web Services, is Amazon's cloud computing [aaS and PaaS platform
services. AWS provides users with a complete set of cloud computing services,
including elastic computing, storage, databases, and applications, which can help
enterprises reduce IT input costs and maintenance costs.

AWS provides a complete set of infrastructure and application services to run virtually
everything in the cloud: from enterprise applications and big data projects to social
games and mobile applications.

Website: https://aws.amazon.com/what-is-aws/?ncl=h _ls

2. What is Amazon EC2

Amazon Elastic Compute Cloud (Amazon EC2) provides scalable compute capacity in
the Amazon Cloud Technologies (AWS) cloud. Using Amazon EC2 avoids upfront
hardware investments, so you can quickly develop and deploy your applications. You
can use Amazon EC2 to start as many virtual servers as you need, configure security
and networking, and manage storage. Amazon EC2 lets you scale up or down to handle
changes in demand or spikes in usage, reducing the need to forecast traffic.

Website:
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/ WindowsGuide/concepts.html

3. How to use Amazon EC2

(1) If you do not have an account, create an AWS account:

https://portal.aws.amazon.com/billing/signup?nc2=h_ct&src=gettingstarted signup&r
edirect_url=https%3A%2F%2Faws.amazon.com%?2Fregistration-
confirmation&language=zh_cn#/start

(2) If you already have an account, log in to AWS, enter Amazon Web Services
Management Console, and select '"Launch a virtual machine".


https://aws.amazon.com/what-is-aws/?nc1=h_ls
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/WindowsGuide/concepts.html
https://portal.aws.amazon.com/billing/signup?nc2=h_ct&src=gettingstarted_signup&redirect_url=https%3A%2F%2Faws.amazon.com%2Fregistration-confirmation&language=zh_cn#/start
https://portal.aws.amazon.com/billing/signup?nc2=h_ct&src=gettingstarted_signup&redirect_url=https%3A%2F%2Faws.amazon.com%2Fregistration-confirmation&language=zh_cn#/start
https://portal.aws.amazon.com/billing/signup?nc2=h_ct&src=gettingstarted_signup&redirect_url=https%3A%2F%2Faws.amazon.com%2Fregistration-confirmation&language=zh_cn#/start
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Build a solution

Get started with simple wizards and automated workflows.
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Amazon Relational Database Service (RDS)

Wwith EC2 With Amazon loT

RDS manages and scales your database for you. RDS supports
Aurora, MySQL, PostgreSQL, MariaDB, Oracle, and SQL Server.
Learn more [4
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Automatically run your code with Amazon Web Services
Lambda

(3) Use the "Quick Start" wizard to create an EC2 instance
Step 1: Choose an Amazon Machine Image (AMI)
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Step 1: Choose an Amazon Machine Image (AMI)
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Step 2: Choose an Instance Type

Recommended:

Low level High level

Amazon AWS EC2

Instance: c5.xlarge

CPU: Intel® Xeon® Cascade
Lake @ 3.60 GHz

vCPU Count: 4

RAM: 8 GB

Storage: EBS

NIC: 10 Gbps

Amazon AWS EC2

Instance: m5.xlarge

CPU: Intel® Xeon® Platinum 8175M @ 3.10
GHz

vCPU Count: 4

RAM: 16 GB

Storage: EBS

NIC: 10 Gbps
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Step 2: Choose an Instance Type
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Step 3: Configure Instance Details
Instructions:

Network: Launch your instance into an Amazon Virtual Private Cloud (VPC). You can
create a VPC and select your own IP address range, create subnets, configure route
tables, and configure network gateways. Learn more about Amazon VPC.

(Boot your instance into Amazon Virtual Private Cloud (VPC). You can create a VPC
and select your own IP address range, create subnets, configure routing tables, and
configure network gateways.)
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Step 3: Configure Instance Details
Configure the inst erits. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, nssign an aceess management role te the instanse, and mere.
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If no VPC is available, create a “VPC with a Single Public Subnet”.



Step 1: Select a VPC Configuration

VPC with a Single Public

Your instances run in a private, isolated section of the Amazon Web
Subnet

Services cloud with direct access to the Internet. Network access control
lists and security groups can be used to provide strict control over inbound

VPC with Public and and outbound network traffic to your instances

Private Subnets
Creates:

A /16 network with a /24 subnet. Public subnet instances use Elastic IPs or

Public IPs to access the Internet.

Step 2: VPC with a Single Public Subnet
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Step 4: Add Storage

Step 4: Add Storage
Your I the fellowing lings. You can attach additionsl EBS volumes and instance store velumes to your instance, or
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Add New Volume.

Free tir eligible customers can get up to 30 GB of EBS Genersl Purpase (SSD) or Magnetic storege. Learn more bt free usage tier eligbilty and usage
restrictions

Step 5: Add Tags
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Caneel and Exit

Enceypicn ()

Not Encrypted -

[ Create voc

Chesse sMI 2 ChosseinsmaneeType 3 Configursinstance 4 AddStormge  S.AddTaga 6 ComfoweSeeursyGracp 7 Revew

Step 5: Add Tags

Atag sonsists of a case sensiive key value pal. For example, you could dafine & tag with key = Name and value = Webserver
A copy of a tag can bs apphed to volums, nstances o hoth

Tags will be apphed to all instances and volumes. Learn more sbout tagging your Amazon EC2 resourcas
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Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic of your instance. On
this page, you can add rules to allow specific traffic to reach your instance. For example,
if you want to set up a Web server and allow Internet traffic to reach your instance, add

rules to allow unrestricted access to HTTP and HTTPS ports.



Suggestion:

1. Configure the port opening rules required by users
2. Configure an external port rule based on the external port provided by the HCP
platform, for example, the external port of HTTP port 80

6. Configure Se

jour instance. For exampl, If you want to set up a web server and allow Intemnet trafficto raach your Instance, add rules that allow unrestricted access to the
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What is a security group:

A security group acts as a virtual firewall that controls the traffic of one or more
instances. When you start an instance, you can specify one or more security groups.
You can modify security group rules at any time. The new rule is automatically applied
to all instances associated with the security group. When deciding whether to allow
traffic to reach an instance, we evaluate the rules from all the security groups associated
with that instance.

When you start an instance in a VPC, you must specify a security group to be created
for that VPC. After you start an instance, you can change its security group. A security
group is associated with a network interface. Changing the security group of an instance
also changes the security group associated with the primary network interface (eth0).
For more information, see "Changing an Instance's Security Group" in the Amazon
VPC User Guide. You can also change the security group associated with any other
network interface.

AWS has the capability to manage all security groups, as shown in the figure below.
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 Elastic Block Store

To edit a security group, you can modify rules.



Edit inbound rules .

Inbound rules info
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a. The Key pairs page lists all of your key pairs in the currently selected AWS Region.

b. You can change which columns are visible in the table. Choose the settings icon in
the top-right corner of the page, and select the columns to display.

. You can manage a key pair’s tags and delete a key pair. Select a key pair by
selecting its check box, and then choose an action from the Actions menu.

d. You can have Amazon EC2 create a new key pair for you. You can also use a third-
party tool to create a new key pair and import the key pair to Amazon EC2. To have
Amazon EC2 create a key pair, choose Create key pair. To import a key pair that was
created using a third-party tool, choose Import key pair from the Actions menu.

Note:



If you create a new key pair, download the corresponding key pair file to the local PC.
This file is required when you obtain the administrator password of the windows

operating system.

Select an existing key pair or create a new key pair

A kay pair consists of a public key that Amazon Web Services stores, and a private kay fila that you
or Wind

sto
ke is recy

allows you to sscurely SSH into your instance.

Note

about removing extsting key pairs from & public AMI.

- You will

(4) How to connect the EC2 instance after it is successfully created

a. Provide the external IP address and DNS address. The default IP address and DNS
address assigned will change each time you start up. It is recommended to purchase a
fixed IP address or DNS service from AWS.

O Hew 2 Experience i 1) tnto Connec [Cinstance state v | [ actions v | [N
Teluowanyou ik X CEEESGE o[ mstance state v ][ actions v | | RIS | - ]
‘Fiter nstorces y
c2 Dasnbonra e <1> @
Events search: i 00b43bc2b04cabbo X | [ Clear fiters
Tags status Availability Zone v Public IPva DNS v PubliciPva.. v ElasticIp v peips v  Monitoring v  Securtygroupname ¢  Keyname v Launchtime v
Lmes

b. Obtain the password of the windows operating system.
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Key Pairs



If a key pair is used during creation, upload the corresponding key pair file x.pem when
obtaining the password.

EC2 Instances i-00bd49bc2b9fc0bb0 Get windows password

Get Windows password info

Retrieve and decrypt the initial Windows administrator password for this instance.

To decrypt the password, you will need your key pair for this instance.

@ Key pair associated with this instance
PGT-Key

PGT-Key.pem
© v.p
1.7KB

Or copy and paste the contents of the key pair below:

-----BEGIN RSA PRIVATE KEY-----
MIIEogIBAAKCAQEAjb2caYdlgsDfMDQL42UZSWpambpljZIK6yxvzQOEDFpNBIMt
dW9vulls5Qu22agQ0/Gdh2AELVYMPgXs5hNmF3NAwyAU3 YrK/HYozRdyES/sJbF
lcQcbRYTAXzV3d530WaAkuMsbSb1IM5F2RggwhrUInLppbB161ftCjlBrgP/wD
TBSEDSBKnhtxsi2¥YXYc8t/8etjR16wBpzDFIAZLXrMBSxpxyjH 1gXierFTAaPwPn
amIHPKvYlrann+hdKhWW3fDDdikXvxINGO+228ynZKPgadz6HBRexdwrmFDD8kDc
QhIMOV400V0G0ket0 2uedZwrHn 1 TYgF4sBMMiQIDAQABACIBAHakdS 1c¢GRsmaGuH
GWLSWI41Yj+FZ4X17d/GVVrtC3xviDIvvzhia8jAHAIpEBgE3jBedTY0qBxFh3 /P

EC2 Instances i-00bd49bc2b9fcObb0 Get windows password

Get Windows password info

Retrieve and decrypt the initial Windows administrator password for this instance.

Password change recommended
We recommend that you change your default password. Note: If a default password is changed, it cannot
be retrieved using this tool. It is important that you change your password to one that you will remember.

You can use the following information to connect to your Windows instance using Remote Desktop.
Private IP address

C—
User name

CE—

Password

O G




c. Download the tool RDP for remotely connecting EC2 instances. After downloading
and installing the tool, you can use the following information to connect EC2 instances.
Or use windows Remote desktop to login.

EC2 Instances i-00bd45bc2b3fcObb0 Connect to instance

Connect to instance info

Connect to your instance i-00bd49bc2b9fc0bb0 using any of these options

Session Manager RDP client

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

Download remote desktop file

When prompted, connect to your instance using the following details:

-
Public DNS User name
ec2-52-82-124-68.cn-northwest- Administrator

1.com pL.ItE.E mazonaws.com.cn

Password Get password

If you've joined your instance to a directory, you can use your directory credentials to connect to your instance.

Cancel

Note:

a. When you apply for VM configuration, see Chapter 2 in the Software Requirements
document of the HCP platform software.

https://www.hikvision.com/en/support/download/software/hikcentral-professional-v2-
4-1/

b. Amazon has banned ports 80 and 443, so after HCP is installed, 80 and 443 need to
be changed to other ports such as 81 and 444 in the external network configuration of
SYS.

4. Acquisition, installation and use of HCP

(1) HCP Download
https://www.hikvision.com/en/support/download/software/hikcentral-professional-v2-
4-1/

(2) Installation the HCP



"Quick Start Guide" for HCP document, download link:
https://pinfo.hikvision.com/hkwsen/unzip/20230314155521 74796_doc/

(3) Use of HCP

Obtain HCP User Manual of Control Client, User Manual of Web Client, etc., download
link:

https://pinfo.hikvision.com/hkwsen/unzip/20230712151753 98833 doc/

(4) More HCP information please refer to the website:
https://www.hikvision.com/en/support/download/software/



https://pinfo.hikvision.com/hkwsen/unzip/20230712151753_98833_doc/

