CHANGED PC9155 1.10 FEATURES 
1.1.1 Changes to Global Placement Test Operation 
This change removes the option (804-900 Option 8). When installer goes into section 904, he will have the option to select (00) for Global Placement test or (01-32)  for Individual Placement test.  While in Global mode it will display and annunciate for zone, keypads, and sirens.
		Section [904] - Valid Entries – 00(Global), 01-32(Individual Zones)
		Section [905] – Valid Entries – 01-04 (Keypads)
		Section [906] – Valid Entries – 01-04 (Sirens)
1.1.2 Changes to Account Code Error Checking 
This option will be kept, just functionality will differ. Section (383) Option 6 will enable and disable the option. When exiting the programming the panel will check to see if Section (301) is programmed. If programmed, then the panel will check to see if format Residential Dial is programmed. If Residential Dial is not selected then the panel will see if the account number has been programmed or has a valid entry. If it has no account number programmed then the panel will not communicate. The Trouble LED will occur and you will get a 5 second error tone. The display on the keypad will show “No Account Code is Programmed”.  When the 5 sec error tone expires, the system will go to in Installers Programming at the base menu. If you try to exit programming the same scenario will occur.
	Notes:
· This feature only checks the system account code.
· If installer’s programming times out when there is a phone number programmed but no account code this feature doesn’t work (PC9155 v1.00 operation).
· DLS should block these invalid entries.

	Reporting Code
	SIA Automatic
	Contact ID Automatic

	Keypad 1 Low Battery
	XT-70
	E(3)84 – 070

	Keypad 1 Low Battery Restore
	XR-70
	R(3)84 – 070

	Keypad 2 Low Battery
	XT-71
	E(3)84 – 071

	Keypad 2 Low Battery Restore
	XR-71
	R(3)84 – 071

	Keypad 3 Low Battery
	XT-72
	E(3)84 – 072

	Keypad 3 Low Battery Restore
	XR-72
	R(3)84 – 072

	Keypad 4 Low Battery
	XT-73
	E(3)84 – 073

	Keypad 4 Low Battery Restore
	XR-73
	R(3)84 – 073



1.1.3 Changes to Module Low Battery/Restore Reporting Codes 
The PC9155 v1.1 shall communicate the following reporting codes for keypad and siren low batteries:

	Reporting Code
	SIA Automatic
	Contact ID Automatic

	Siren 1 Low Battery
	XT-80
	E(3)84 – 080

	Siren 1 Low Battery Restore
	XR-80
	R(3)84 – 080

	Siren 2 Low Battery
	XT-81
	E(3)84 – 081

	Siren 2 Low Battery Restore
	XR-81
	R(3)84 – 081

	Siren 3 Low Battery
	XT-82
	E(3)84 – 082

	Siren 3 Low Battery Restore
	XR-82
	R(3)84 – 082

	Siren 4 Low Battery
	XT-83
	E(3)84 – 083

	Siren 4 Low Battery Restore
	XR-83
	R(3)84 – 083






1.1.4 Independent Opening and Closing Door Chime Control 
This will enable and disable individual chime for openings and closings for all system keypad and sirens.
	Section [023]  Option 1-Openning Enable/Disable 
	Section [023] Option 2- Closing Enable/Disable
1.1.5 Removal of Contact ID Partial Closing Identifier Toggle Option 
Option 1 in section [382], Partial Closing CID identifier is 4 or 5. Will be set to “Future Use” and will no longer be used. E456 is going to be the Partial closing event reporting moving forward.
1.1.6 New Heat Zone Reporting Codes 
Zone definitions 14  (24hr heat) is going  to be included on the v1.1. This will function as normal zone programming with NC,SEL, or DEOL and must not label it as “Fire Zone in Alarm”. Zone attributes will ensure that the zone is Audible and the Bell will pulse in alarm state. This zone definition should not be treated as a fire zone. Fault and Tamper conditions should not create a Fire Trouble.
SIA Reporting Code:
FA-ZZ/FH-ZZ  - where ZZ is the zone number
CID Reporting Code:
E11A-ZZZ/R11A-ZZZ – where ZZZ is the zone number
	Zone Attributes are as follows:
	Option 1 – Audible/Silent – ON
	Option 9 – 2-way Audio On/Off – OFF

	Option 2 – Steady/Pulsed – OFF
	Option 10 – FFU – OFF

	Option 3 – Chime On/Off – OFF
	Option 11 – FFU – OFF

	Option 4 – Bypass On/Off – OFF
	Option 12 – FFU – OFF

	Option 5 – Force Arming On/Off – OFF
	Option 13 – FFU – OFF

	Option 6 – Swinger Shutdown On/Off – OFF
	Option 14 – NC Loops – OFF

	Option 7 – Transmission Delay On/Off – OFF
	Option 15 – SEOL – ON

	Option 8 – Cross zoning On/Off – OFF
	Option 16 – DEOL – OFF


		
	







1.2.1 Automatic CID Support for TL/GS Module
	Contact ID will be able to communicate with new TL/GS modules. To enable this feature, the format for the panel must be Contact ID, the TL/GS option must be enabled (382-Opt.5), and DCAA, DCBB, DCCC, or DCDD must be programmed in the phone number section.

1.2.2 Auto-Detection and Enable of TL/GS Module
This option automatically turns option 5 in section [382] ON, on power up. If the panel detects the TL/GSM Module on the system it will turn the option ON. If the option is manually turned off, the panel must not attempt to detect the TL/GSM module again and re-enable the option.

1.2.3 Auto-Sync GS/IP Module Programming 
The 9155 and the TL/GSM module have option that are duplicated and the installer has to put in twice. In order to make it installation faster, these options will Auto-Sync so that it will only need to be programmed only once. The Auto-Sync command will be send even if Format, Account number, and or Phone Number are programmed. 

1.2.4 Auto Sync Features 
The following features shall auto sync on the PC9155 V1.10 and newer
Communications Format
System Account Code
	This occurs after you exit programming. 

1.2.5 Auto Sync Operation
-The PC9155 shall be updated to auto detect the GS/IP module, this will ensure that a PC9155 will auto sync TL/GS module programming when installer’s programming is exited or DLS disconnects.
-In the poll command (%0000) the PC9155 v1.03 and up shall set bit 0 in the “Panel Support” byte indicating that is supports auto sync.
- PC9155 shall detect a bit in the poll response command (%0001) indicating the GS/IP module supports auto sync.

-When PC9155 receives a GS/IP module status command in which the auto sync request bit is set, PC9155 shall then send all supported auto sync options to the GS/IP module.  This bit will be set when the TL/GS module powers up, or if Connect 24 performs a module restart.  This shall not create any additional events, such as a false panel absent trouble, or false alternate communicator fault.

-This feature also enables SMS commands in the PC9155 v1.1 and up.  The TL/GS module enable bit is also used to enable SMS notifications in the panel.

Account Code:
The 9155 shall Sync the Account number [310] to the TL/GS Module in [021]. The 9155 shall send the Account number regardless if it is valid or not, but the TL/GS will reject any Accounts codes with (FFFFXX) or (0000XX).
Communication Format:	
	Only one type of communication can be written to the GS/IP when Auto-Sync. Either Contact ID or SIA
	If any format is Contact ID, then Contact ID will be written to the GS/IP. If no Contact ID is programmed into the panel, then SIA will be written to GS/IP. 
	
1.2.6 T-Link Protocol Changes and Operation for Auto-Sync 
	Care must be taken to ensure nexus compatibility with old power products, new power products (which will use auto-sync) and the PC9155.  To accomplish this, a new poll command needed to be defined in the T-link protocol which increases the length of the command.
New panels that support T-link (PC1864), must send the “legacy” poll command first, and after receiving the poll response from the nexus module, will switch to using the new poll command only if the Module Platform ID has been validated as Nexus GSM Only or Nexus GSM/IP.
The new poll command (Command 0000) has two additional bytes, labeled Panel Support and Panel Status.  Bit 0 in the Panel Support byte tells the module if auto-syncing is supported, so the PC9155 v1.03 and up should always set this bit.  The other 7 bits in the Panel Support byte are for future use, and must not affect the TL/GS module in any way if set by the panel to ensure compatibility with future panel versions and old nexus modules.
The Panel Status byte allows the panel to tell the nexus if AC is present (Bit 0), which is used to put the module into low power mode.  Bit 1 is used to tell the nexus if keypad blanking is active so the module can turn off its status LEDs.  Bit 2 is used to tell the module that a system test has been requested, allowing the nexus to flash its onboard LEDs.  Bit 3 is used to perform a module status request, which is used to force the nexus to send the panel its status.
The poll response command (%0001) shall be modified in the module to include two new bits in Data Byte 2.  They are Auto-sync supported and Auto-sync dump request.  These bits allow the nexus to tell the panel if it supports auto-syncing and when to begin the auto-sync operation.
The platform ID, also part of Data Byte 2 in the T-link command, shall be updated to include Nexus GSM Only and Nexus GSM/IP, defined as %2 and %3 respectively.
6.2.7 SMS Notification Sequence with TL/GS Module 
If the TL/GS module option [382] (5) is enabled, the SIA packet to Receiver commands used for SMS will be sent over PC-Link. If the option is not enabled it wont send it over PC-Link.
The SMS packet will be generated even though communication is disabled. When this feature is enabled, for every event that can be communicated, the panel will send an event message to TL/GS module 
The message will be sent to the TL/GS module regardless of what the panel has been programmed to.
The event will not require an Ack from the Nexus module.
Eight dedicated SMS phone numbers will be added to the Nexus module. Eight bits will be included for each event message from the panel to control which number will be used during communication. 
To limit the events that can be communicated via SMS, the label for the event can be erased in the Nexus programming or the call direction in the Nexus module can be turned off to disabled the transmission of an SMS message.
SMS has no FTC compatibilities. If the SMS cannot be sent successfully in one attempt, the Nexus will not re-transmit the event.
1.2.8 Enabling SMS Notifications 
	Enable section [382] Option 5.
1.2.9 SMS Notification Communications between the Panel and TL/GS 
The panel will generate a message packet to the Nexus internal receiver for every event that can be communicated, so the TL/GS module will generate SMS messages
1.2.10 ATE Control of SMS Notification and SMS Remote Access 
The manufacturer must be able to disable the SMS features for various markets. This control is available in the nexus EEPROM map and doesn’t affect the PC9155 directly.
Note:  SMS Notifications are not available in North America.  This is because Connect 24 owns the SIM cards used in North American TL/GS modules, and therefore Connect 24 must pay the bill. International customers, because they own their SIM cards, can use SMS notification as a means of reporting.
1.2.11 SMS Notification Phone Number Support for TL/GS Module
Access of these phone numbers will be available to the end user (*6) and the installer (*8).  They will be able to control whether each phone number will support SMS notification or SMS interactive functions.  
1.2.12 GSM Phone Number Message for TL/GS Module
A new message will be added to the WT5500 and panel in the [*][6] menu, under SMS Programming.  When the user accesses the GSM Phone No. the PC9155 will read section [996] from the TL/GS module and present the data to the end user.  (Read Only Option)

1.2.13 SMS Notification Message Support for TL/GS Module
The SMS messages can be programmed by DLS IV, and an option should be included to load Zone and Partition labels into the SMS table.  This allows both Connect 24 and DLS IV to program SMS messages in various languages. Programming SMS messages through the WT5500 keypad is a requirement as well.  The length of programmable SMS messages shall be limited to 32 characters. 
1.2.14 SMS Notifications and Transmission Delay
When a zone has the transmission delay attribute programmed and there is a transmission delay time programmed in section [377], an alarm on that zone will not generate a SMS message to the user until after the transmission delay timer has expired.  If a valid disarming procedure is used during transmission delay, the SMS message will not be sent at all.

1.2.15 SMS Notifications and Swinger Shutdown
When an event goes into swinger shutdown, the PC9155 v1.1 will not attempt to send any additional SMS notifications for the event.  When swinger shutdown is cleared after 48 hours of no zone activity (CP-01), after midnight (standard) or when the system is armed, new occurrences of the event shall be communicated to the user via SMS.
1.2.16 Remote Access via SMS Connection Sequence
The TL/GS Module must be able to accept incoming SMS, in multiple languages, and perform operations on the panel. When these functions are performed by the panel, the panel/module will then send out a SMS confirming that the action was performed, showing function successful or unsuccessful.
1.2.17 Remote Access Communications between the Panel and TL/GS Module 
The Remote Access SMS received by the TL/GS Module must be communicated to the panel to be processed and acknowledged.





1.2.18 SMS Remote Access Logging
The panel must log where an incoming SMS function came from, so it’s possible to identify the user through the event buffer.  Additional event buffer events in conjunction with existing events such as Opening by User XX will ensure that it’s clear who performed a function through SMS.
1.2.19 Remote Access User Code Validation Bit
	This option is to specify which user has access for Remote Access via SMS or phone.
User code attribute 4 will be designated as “Remote Access” attribute.
An access code will only be accepted to gain entry to the system remotely if attribute 4 is on.
1.2.20 SMS Remote Access Lockout 
This feature is to prevent anyone from attempting to gain access to the system by attempting to perform functions through SMS with different access codes until a valid code is found.
The number of invalid access codes required before Remote Access is locked out for one hour is hard coded with 5.
An incorrect access code or a code with the “Remote Access” attribute [4] not set will be counted as invalid.
The invalid access codes timer is cleared every 60 minutes on the hour roll-over.
Valid access codes reset the invalid access code count, but do not clear the lockout.
This feature is hard coded and cannot be disabled.
When an SMS access lockout condition occurs, the panel will log it into the event buffer.  This event shall also be communicated.
When a remote access lockout condition exists, the panel will not respond the TL/GS module in response to a remote access message.
A “function failed” message will be sent to the user’s cell phone if a SMS function is attempted during lockout.
Note:  Keypads should not go into a lockout state due to invalid access codes entered via SMS or Remote Access via PSTN, however if keypad lockout is active, both SMS and Remote access should be blocked until keypad lockout is cleared.


1.2.21 SMS Functions and Busy Modes
	The following panel modes block all SMS functions.
Installers Mode
[*] Active at any keypad
Exit Delay
Walk Test
No Activity Arming Pre-Alert
Remote Access
	Note: DLS Access over PSTN or IP will not block SMS Functions.

1.2.22 Voice Dialer Support
This feature will allow the product to automatically call the end user and provide a voice prompt to indicate system events. A new menu will be created under [*6] User Functions that will allow the end user to program the first 5 voice dialer phone numbers. Voice dialer number 6 shall only be programmed by the installer.

1.2.23 Voice Dialer Languages
There will be 16 different languages to choose for the voice command:
Euro English, Spanish, Portuguese, French, Italian, Dutch, Polish, Czech, Finnish, German, Swedish, Norwegian, Danish, Hebrew, Greek and Turkish.
The installer must program the PC9155 with the desired language in section [878] [70]. Valid entries are 01 to 16, and each 2 digit entry corresponds to the list of languages described above.  If an invalid entry is made (00, 17-99), the WT5500 must sound error tone.
1.2.24 Voice Message Library
Each library is for a unique language.  There are 16 general purpose custom messages that can be recorded on site by the installer. By using a 2 digit decimal entry, each word or custom message can be programmed to create unique voice messages for events supported by the PC9155 voice dialer feature.
1.2.25 Voice Dialer Messages 
The installer will be able to record and program a Site Identity Message that is a max of 6 seconds in length. At default, the word Alexor will be programmed for the site ID message.  Once the installer has recorded over the word Alexor it will not be possible to change it back.

1.2.26 Programming Customizable Messages
This is where the installer can program a custom message. The site identification message can be up to 6 seconds in length and the general purpose custom messages can be up to 3 seconds in length.  It is acceptable that the custom messages recorded using the handset be greater or lesser amplitude than the pre-recorded words in the library.

1.2.27 Programming Voice Messages for Reporting
This is where the installer will send out voice reporting codes to communicate. The programming section is [878] [XX] where XX is the two digit zone number you want to program.
1.2.28 Programming Phone Numbers and Call Directions
	In the [*6] menu will have a new section to program the phone numbers and caller directions.

1.2.29 Voice Dialer Communication Sequence
All communications to central station via PSTN, GPRS, or IP will be sent first and then the Voice dialer will activate. All events will disconnect the Voice Dialer regardless of its priority. If the Voice Dialer is interrupted and did not finish send out its Voice signal, only after the Communication to central station will the Voice Dialer will send out the events in phone number sequence.

1.2.30 Fire Priority
The PC9155 voice dialer feature must sound the prompt for fire alarms after the site ID message and before any other message.  All other events can be sounded in the order that they occur.  The events that have fire priority include alarms from Standard fire zones, delayed fire zones, auto-verified fire zones, carbon monoxide zones and the [F] key. If the panel is off hook and is sounding voice dialer prompts, the VD session is terminated immediately if a fire event occurs.  The fire alarm will then be communicated to the monitoring station first, and then to the first VD phone number programmed.

1.2.31 Remote Access Initiation through Voice Dialer
During a voice dialer session the user can enter DTMF digits 1 or 2 to terminate the voice dialer session.  The digit [*] can be entered instead which will force the panel to enter remote access mode and wait for a valid access code entry.  The user code entered must have the remote access attribute enabled for access to be granted to the user. The panel will assume that the event has been ACK when [*] is hit, but the panel may still need to call the next phone number.

1.2.32 Remote Access via PSTN Connection Sequence
This option is to connect to the panel same was as an escort would. You need the Double Call Feature [401][1] enabled, number of rings to answer in [406], or DLS window is active [*5][Master Code][5]. After Double Calling the panel, he voice message will say “Enter Your Access Code” and will wait for the user to put his or her User Code for 20 sec. If the user doesn’t enter a valid Access Code within the 20 sec, then the panel will go into DLS Mode. If the user enters a valid Code, they will get a 3 beep confirmation. Once inside Remote Access, the user will be able to stay Online with the panel for 60sec without hitting any DTMF digit. If the user hits a DTMF digit, the counter will reset the 60sec. While in Remote Access the keypads will be in busy mode.
These will be the functions that the user will have to use: 1-Arm, 2-Disarm, 3-Alarm Memory, 4-Bypass Zone (2 Digit Entry), 5-Unbypass zone (2 Digit Entry), 6-Act/Deact Output 1, 7-Act/Deact Output 2, 0- Armed Status/Alarm Status.

1.2.33 Remote Access User Code Validation Bit
An access code will only be accepted to gain entry to the system remotely if attribute 4 is enabled for the User.

1.2.34 Remote Access Lockout
This feature is necessary to prevent anyone from attempting to gain access to the system by attempting to perform functions through Remote Access with different access codes until a valid code is found. The number of invalid access codes required before Remote Access is locked out for one hour, is hard coded with 5. The invalid access codes timer is cleared every 60 minutes on the hour roll-over.  Valid access codes reset the invalid access code count but will not clear lockout if it has occurred. This feature is hard coded and cannot be disabled. If a Lockout occurs the event will be sent to the Event Buffer and communicate. The Panel will show “System Lockout” on the keypad. If a valid user is entered during lockout, the keypad will still have “System Lockout” until the timer has expired. 

1.2.35 Remote Access Command Set
	
	DTMF Digit
	Zone # Entry
	Function
	Action

	1
	No
	Arm 
	Arms System in Away Mode sirens should not turn off if they were on.[endnoteRef:2] [2:  	1.08	Added siren info] 


	2
	No
	Disarm 
	Disarms system and silences audible alarm conditions.[endnoteRef:3] [3:  	1.08	Added siren info] 


	3
	No
	Alarms in Memory 
	Responds with status of  zones 01-16, and the Fire Alarm message

	4
	Yes
	Bypass 
	Bypasses Specified Zone
Only works while system is disarmed.[endnoteRef:4] [4:  	1.08	Bypassing works while disarmed only.] 


	5
	Yes
	Un-bypass 
	Un-Bypasses specified zone only works while system is disarmed.

	6
	No
	Activate/Deactivate Output 1 
	Triggers PGMs programmed as Command Output 1[endnoteRef:5] [5:  	1.06	Changed PGM1 to Command Output 1] 


	7
	No
	Activate/Deactivate Output 2 
	Triggers PGMs programmed as Command Output 2[endnoteRef:6] [6:  	1.06	Changed PGM2 to Command Output 2] 


	0
	No
	Armed/alarm status 
	Responds with arm status of system



These are the command sets for the voice dialer. A wrong entry will give you a long tone and a valid entry will give you 3 beeps.
1.2.36 ATE Control of Voice Dialer and Remote Access
The manufacturer must be able to disable voice dialler and remote access features for various markets.
1.2.37 Priority Alarm Override of Remote Access via PSTN
If a priority alarm occurs, which includes any zone alarm, [FAP] key alarm or Duress Alarm, the panel will drop the line and report the events to the monitoring station. If the panel does not need to communicate the alarm(s), the panel can stay online with the user through the remote connection.
1.2.38 PSTN Remote Access and Busy Modes
The following panel modes block all remote access functions.  It shall be possible to gain access remotely, but attempting to perform any function using the touch tone phone will generate error tone on the handset (the tone could take up to 10 seconds to sound).
Installer Mode, [*] Menu at any keypad, Exit Delay, Walk Test, No Activity Pre-Arming Alert.

1.2.39 PC9155 Changes to Support WT5500 Status LED’s in Sleep Mode
This option is to indicate to the user when the system us armed while the keypad is in sleep mode.

1.2.40 ATE Command [604A] – Voice Dialer Record / Playback / Erase
This command operates the Voice Dialer’s record playback and erases functions as a means of verifying the functionality of the involved components.

1.2.41 ATE Command [6039] – Telco Tone Generation 
Several new frequencies are required for the PC9155 v1.1 and have been added to this command.
1.2.42 Receiver Placement Test
A modification has been done to the existing placement test mode in section [904], [905] or [906]. While in this sections or subsections, the yellow LED on the PC9155 panel will indicate if either the received RF traffic level or noise floor level exceeds the interference threshold. The yellow LED ON will indicate RF Traffic, Yellow LED off indicates no RF Traffic.
1.2.43 Changes to Swinger Shutdown Operation
Restore reporting codes must be suppressed until after swinger shutdown is cleared AND the condition is actually restored.  So when an event occurs, swinger shutdown will be logged and no restore conditions can be created.  Previously, an event would enter swinger shutdown after the restore.
	System is armed (swinger is cleared)
Low battery trouble occurs 
Low battery trouble reporting code is sent to the monitoring station and swinger shutdown is logged
Low battery trouble restores
Low battery trouble restore reporting code is NOT sent to the monitoring station.
Low battery trouble restore is NOT logged to the event buffer
Low battery trouble occurs
Low battery trouble reporting code is not sent to the monitoring station.
Low battery trouble restores
Still no restore reporting code communicated
System is disarmed (swinger is cleared)
Because the event is no longer in swinger, and the trouble is restored, the panel will now log low battery restore and report the event to the monitoring station

1.2.44 System Reset (Cold Start) Reporting Code
SIA Automatic:  RR - 00: Power up – System lost power, is now restored 
	CID Automatic: R3A5 – 000: System Reset
This event will not follow swinger shutdown, as swinger shutdown is reset when the system powers up.  So to prevent a runaway transmission issue if the battery is too low and AC A new reporting code location shall be created in section [346], Maintenance Restore Reporting Codes, entry 9. is “flickering”, the reporting code must be suppressed for the duration of power up shunt. 

1.2.45 TL/GS Module Label Broadcasting 
A new section and mode will be added to the PC9155 v1.1 and WT5500 v1.1 for the purpose of broadcasting the partition and zone labels stored in the panel’s EEPROM to the communicator module.  In base installer’s mode, a new section shall be added [992].  When the installer enters this section the following screen will be displayed.

1.2.46 Alternate Communicator DLS Enable
On power up, or if the user has entered [*][6][master code][5], the DLS window will be open for 6 hours.  During this time, regardless of whether this feature is enabled or not, the panel will accept incoming DLS sessions through PSTN or the Alternate Communicator module(s). This new feature is controlled by option 8 in section [401].
On – Alternate Communicator DLS Always
When this feature is enabled, the PC9155 v1.1 will respond to DLS requests through the Alternate Communicator IP or GSM paths at any time regardless of whether the DLS window is active or not.  However, if an incorrect DLS Access Code has been detected 5 times in a row when trying to establish a connection, the panel will lock out the alternate communicator DLS access until the next hour roll-over.
Off – Alternate Communicator Follows DLS Window
When this feature is disabled, the PC9155 v1.1 will only respond to DLS requests through the alternate communicator IP or GSM paths when the DLS window is active.  The DLS window is active following a power up of the control panel, or when the user enables it by pressing [5] while in the [*][6] User Functions menu
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